Cybersecurity Case Study — NTD Broadcast
(Oct 2026)

Source broadcast: NTD News, *US Offers $10M Reward for Chinese Hacker | DOD Sending Reps. to Taiwan?
| States Sue TP-Link* (22:44) — https://youtu.be/RDxvBe0AyOc

Gate principle: every claim from the broadcast starts as UNVERIFIED. Verdicts below use CONFIRMED /
CONTESTED / NOT FOUND against primary or multi-source evidence. NTD alone never confirms anything.

Lane 1 — Zhang Yu, HAFNIUM, and the $10M reward

CLAIM (as broadcast)

The US is offering $10M for a Chinese hacker, Zhang Yu, tied to Exchange-server exploitation and
COVID-research targeting.

PRIMARY EVIDENCE

e US State Department Rewards for Justice program announced up to $10M for information leading to
the identification or location of Zhang Yu — announced Oct 7, 2026; reported Oct 8 by The Hacker News
and SecurityWeek, quoting the RF] notice directly.

e Zhang: Chinese national, director at Shanghai Firetech Information Science and Technology, allegedly
working at the behest of the PRC Ministry of State Security's Shanghai State Security Bureau (per RFJ
notice).

* Charged alongside Xu Zewei in a nine-count federal indictment (dated Nov 2023, unsealed July 2025),
federal court Houston. Xu was arrested in Milan, July 2025 at US request and extradited April 2026; he has
appeared in Houston court. Zhang remains at large.

e RFJ program context: $250M+ paid to 125+ people since 1984 (State Dept).

ATTACK CHAIN (as alleged in the indictment)

1. Early 2020 — COVID research targeting. Xu allegedly told an SSSB officer (Feb 2020) he had
compromised a Texas research university; days later the officer allegedly directed him to specific
researchers' mailboxes working on COVID-19 vaccines/treatments. Email contents exfiltrated.

2. 2021 — HAFNIUM. Exploitation of four Microsoft Exchange Server zero-days (incl. ProxyLogon), web
shells dropped on on-prem Exchange, global compromise. Microsoft disclosed Mar 2, 2021 (tracks actor as
Silk Typhoon). FBI: 12,700+ US organizations compromised.

CONTROL FAILURE

e Thousands of organizations running on-premises Exchange unpatched against known/zero-day flaws;
web-facing mail servers with no network segmentation or behavioral monitoring. CISA issued Emergency
Directive 21-02 (unprecedented) ordering federal agencies to patch or disconnect.

DEFENSIVE RESPONSE

Microsoft disclosure — CISA ED 21-02 —» FBI remediation guidance — sealed indictment (2023) — public
unsealing + Milan arrest (2025) — extradition (Apr 2026) - RFJ $10M reward (Oct 2026). Note the tempo:
five years from intrusion to reward — attribution and legal process move slowly; the reward is an
intelligence-collection tool, not a manhunt.
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VERDICT

e $10M RFJ reward: CONFIRMED (multi-source, Oct 8 2026 — no longer NTD-only).

* 9-count Houston indictment, Xu extradition: CONFIRMED.

e COVID-research theft + HAFNIUM exploitation: CONFIRMED as alleged — i.e., confirmed that these are
the charges; the underlying facts are untested in court.

* MSS/SSSB direction: ALLEGED (indictment claims; China denies; no trial yet).

e Presumption of innocence applies to both men.

Lane 2 — TP-Link / router supply-chain security

CLAIM (as broadcast)

States are suing TP-Link over router security.

PRIMARY EVIDENCE

e Oct 6, 2026: attorneys general of Florida (James Uthmeier), lowa (Brenna Bird), Montana (Austin
Knudsen), and Nebraska (Mike Hilgers) filed consumer-protection suits in their state courts against TP-Link
Systems Inc. Texas filed a similar suit in February 2026. (SecurityWeek, The Register, lowa AG press
release, Oct 2026)

e lowa petition (Polk County District Court, lowa Consumer Fraud Act): names models TL-WR940N,
Archer C7, Archer AX21, Archer AXE75; seeks injunctions, consumer notices, and civil penalties up to
$40,000 per violation. (lowa AG press release; petition summarized by NeoTeo)

» 21-state AG coalition wrote to the FCC opposing conditional approval of TP-Link's new router models,
citing national-security risk. (WV AG McCuskey, Oct 2026)

* FCC, March 2026: restrictions on new foreign-produced router models — no new equipment
authorizations without exemption. (TechRepublic; WV AG letter)

* TP-Link denies everything and says it will contest in court: claims it is a US company, US-sold devices
are made in Vietnam, complies with US privacy laws, uses third-party security labs. (Steve Kovsky,
corporate affairs officer, via The Register)

THE ALLEGATIONS (from the complaints — pleadings, not findings)

1. Deceptive marketing: HomeShield "covers all security scenarios"; website as recently as Nov 2025
promised "100% safeguard"; "easy wireless security encryption at a push of a WPS button"; "new level of
cyber security."

2. Concealed China ties: most R&D/manufacturing still in China despite "made in Vietnam" claims —
only 0.5% of the Vietnam plant's components by value bought in Vietnam, rest imported from/through
China; the plant was built by a US-designated Chinese military company; privacy policies don't disclose that
Chinese affiliates are subject to China's intelligence law or the 2021 Chinese vulnerability-reporting
regulation.

3. Real-world exploitation: congressional testimony (former NSA cyber director Rob Joyce) that TP-Link
routers were exploited in the PRC-linked Volt Typhoon and Flax Typhoon campaigns; NSA/Microsoft
reporting cited by the lowa AG; botnets used for password spraying; Russian hackers also targeting TP-Link
routers.

4. Unpatchable devices: several exploited models don't support automatic firmware updates and no
longer receive security updates. Separately, CVE-2025-30237-30241 (SEC Consult, disclosed August) hit
the Aginet ISP-router line — the worst an unauthenticated auth-bypass granting super-admin + SSH; 65
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affected devices.

ATTACK CHAIN (as alleged)

Consumer buys router —» firmware flaws, some never patched — state actors compromise devices at scale
- routers join botnets, spray passwords, provide network footholds = consumer sees nothing; the "100%
safeguard" marketing holds the door open.

CONTROL FAILURE

* No auto-update on exploited models; end-of-life devices still in millions of homes.

e Consumers cannot evaluate supply-chain risk; marketing filled the gap with absolute claims ("100%
safeguard").

e Supply-chain opacity: "assembled in Vietham" told consumers nothing about component origin or who
built the factory.

DEFENSIVE RESPONSE

State AG suits (injunctions, penalties, restitution, jury trials demanded); FCC equipment-authorization
freeze on new foreign router models; 21-AG coalition pressuring the FCC on pending approvals. Note the
tempo contrast with Lane 1: civil consumer-protection law moves in months; criminal attribution took five
years.

VERDICT

* Suits filed (5 states): CONFIRMED.

e All technical and China-ties allegations: ALLEGED — complaints are pleadings; TP-Link denies; nothing
proven in court.

* Volt/Flax Typhoon exploitation of TP-Link routers: REPORTED BY OFFICIALS (congressional testimony,
NSA/Microsoft via lowa AG) — not independently verified here.

* Analytical note: this lane is the gray zone between product security and geopolitics. The legal theory
is consumer deception; the motive energy is national security. The complaints blend both — which is
exactly why the case is interesting, and exactly why each claim needs its own verdict.

* Presumption: TP-Link is entitled to contest; treat the company as innocent of the allegations unless a
court finds otherwise.

Lane 3 — Export-control evasion (chip smuggling), academic
espionage, coercion

CLAIM (as broadcast)

Chinese actors smuggle export-controlled chips (the broadcast's version carried a confused dollar figure —
since removed).

PRIMARY EVIDENCE

e Oct 1, 2026: DOJ arrested Greg Lui, 38, CEO of Earthmade Computer (City of Industry, CA), on a
federal indictment returned Sept 29, 2026: conspiracy to violate the Export Control Reform Act/EAR,
outbound smuggling, money-laundering conspiracy (max 204+20+10 years). (DOJ press release; Ars
Technica; multi-source)

* As alleged: $300M+ in servers containing NVIDIA A100/H100 GPUs, Oct 2023-Aug 2026, routed
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through freight forwarders in Malaysia and Singapore on false paperwork declaring Malaysia the
destination; actual end user a Chinese firm in Hangzhou. Evidence cited: emails, Bank of America/|PMorgan
records, alias "Jackie Lui" on buyer docs; $176M+ received from two Malaysian shipment firms in 2024
alone.

* The legal tripwire — BIS, Oct 7, 2022: interim final rule adding advanced-computing chips,
supercomputer end-uses, and semiconductor manufacturing equipment to the Commerce Control List;
expanded foreign-direct-product rules; restrictions on US persons supporting Chinese fabs; presumption of
denial for China-owned facilities. (Deloitte, Volkov Law, Baker McKenzie summaries)

* Gate-principle note: the broadcast had the *shape* right (NVIDIA chips smuggled to China) but the
*number* wrong. The verified case is $300M, Greg Lui, indicted Sept 29, 2026 — not the broadcast's figure.
This is why single-source numbers get removed, not repeated.

ATTACK CHAIN (as alleged)

US manufacturer sells servers - false end-user paperwork (Malaysia/Singapore need no license) = freight
forwarders transship - Hong Kong — Hangzhou — GPUs feed Al/military compute. First destination is not
the final customer — that sentence is the whole scheme.

CONTROL FAILURE

Export licenses key to the *declared* destination; freight-forwarder opacity across three jurisdictions; a
three-year run (2023-2026) before indictment. The control assumes honest paperwork.

DEFENSIVE RESPONSE

DOJ National Security Division prosecution (Commerce export-enforcement + DCIS + FBI); AAG Eisenberg:
"Al is the defining technology of the era." The BIS 2022 rule is the standing legal tripwire; the Lui case is its
enforcement in action.

VERDICT

e Lui indictment and arrest: CONFIRMED (DOJ, Oct 1 2026; multi-source).
e $300M figure and all smuggling details: ALLEGED — indictment claims; Lui is presumed innocent.
e BIS Oct 2022 controls: CONFIRMED (federal rule).

e Academic espionage: see Lane 1 — the COVID-research targeting alleged in the Zhang Yu indictment
*is* the academic-espionage case; not duplicated here.

e Economic coercion: see Counter Terrorism Report 1008 — the playbook lane (ASPI: 27 countries,
2010-2024).

*Case study complete as a three-lane draft, Oct 9, 2026. All three lanes built CLAIM —» VERDICT. Next
possible step: wire as a blog lesson (unassigned number) — DaviX's call.*
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